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ABSTRACT
Wireless Networks are characterized by frequent failures,and ana-
lyzing the performance and diagnosing problems in these networks
is a challenging task. To improve network performance and user
experience, network administrators should be able to diagnose and
troubleshoot the faults in real time. In this paper, we present a tool,
ReTiMon, that does real time network monitoring and is aimed
to help the network administrators analyze the network’s perfor-
mance.ReTiMon provides statistics for the entire network in gen-
eral – and each node in specific – and helps find the “pain points”
in the network and ascertain various causes for such dismal per-
formance of the network. We explain in detail the architecture and
various features of this tool and the tests performed to validate the
correctness of the tool.

1. INTRODUCTION
Wireless Networks especially 802.11 based wireless LANs

[1] have become overwhelminglypopularover the last decade
or so [17]. Variants of such networks in popular use include
Infrastructure based or Access Point (AP) based networks,
Mobile Ad hoc Networks (MANETs) [21], and Wireless
Mesh Networks (WMNs) [8,9,13–15,22–26,28]. But the un-
reliable nature of the wireless medium has somewhat damp-
ened the popularity and growth of such networks. Studies
show that users generally complain about various problems
related to wireless networks [2]. The diagnosis and iden-
tification of faults in these networks is essential before we
can take steps to correct these discrepancies. For efficient
network management and reliable network performance, not
only do we need to be able to analyze the behavior, but also
be able to perform this analysis in “real-time”.

Most of the existing work, that analyzes the performance
of these networks, does “offline” analysis of the data gathered
by sniffers deployed in the network. But it is of very little help
to the network administrators / users when fault diagnosis and
troubleshooting the network is of primary importance. As a
result, people have felt the need for having analysis tools that
would help monitor as well as analyze the networks in “real-
time”, diagnose the faults, and pin-point the faulty locations.
The earlier the faults are detected and corrected, the better is
the user experience.

In this paper, we describe a tool that does “real-time” mon-
itoring of a wireless network. We call this toolReTiMonand
it generates “real-time” graphs of vital network statistics to
aid the user / administrator of the network analyze the net-
work as well as diagnose faults, if any. This is critical for
the efficient deployment and reliable performance of the net-
work. As the networks grow in size, the need for such tools
become critically important, since manually troubleshooting
such huge networks and pin-pointing the“pain points” be-
comes an intractable problem. Our goal is to design a system

that would have a sniffer (Section 4) that passively monitors
the system, sniffs the traffic around it, and then calculates
some network wide as well as node-specific statistics that
can be displayed graphically by a GUI. The statistics calcu-
lated include Signal Strength, Utilization, Data and Control
Packets Sent/Received, Throughput,and Goodput. The GUI
also generates a layout of the nodes seen by the sniffer (Sec-
tion 5).

The remainderof this paper is organizedas follows: Imme-
diately after this section is Section 2 where we describe work
done so far in monitoring the wireless networks and analyz-
ing their performance thereby re-asserting the requirement
for such a tool. This is followed by Section 3 which de-
scribes the architecture of the tool and provides a very high
level view of the different important parts of the tool. We
then move on to Section 4 where we describe in detail the
functioning of the Data Gathering System, the part of the sys-
tem that obtains the data to be visualized and Section 5 where
we describe the GUI which provides a graphical representa-
tion of the network as well as the various metrics calculated.
Section 6 provides a general description of how we tested the
tool for correctness, while Section 7 concludes this paper.

2. RELATED WORK
There has been considerable research in the area of wire-

less network monitoring [7,11,17,20] in the past few years.
Network monitoring can be broadly classified into Active
monitoring and Passive monitoring. In Active monitoring,
APs and/or clients are instrumented to collect the neces-
sary information. But, with the abundance of enterprise and
home wireless LANs, instrumentation technique is becoming
increasingly prohibitive. The other monitoring techniqueis
called Passive monitoring, where one or more sniffers placed
at certain location(s) in the network capture the traffic that
they can hear. This method has the advantage of not needing
to change the software running at clients or APs and hence
easily deployable. Coupled with additional mechanisms like
inference [11,17], merging [20] etc. Passive monitoring is
known to be quite powerful in analyzing the characteristics
of a wireless network.

On a complementary plane, network monitoring can be
classified into Offline analysis and Real-time analysis. The
former involves collecting the traffic trace of a wireless LAN
in real networks like enterprise [2, 7], conference [17, 20]
or from a test-bed implementation [11] and then analyzing
the network semantics offline. Though this method pro-
vides good insight into the network characteristics, the delay
for trouble-shooting often undermines its effectiveness.For
example, network administrators of a conference need to
identify the pain points in the wireless LAN in real-time in
order to be able to rectify the problem and aid in the smooth
running of the proceedings. In such a case, doing an of-



Figure 1: Architecture of the Real Time Network Monitor.
Consists of two main parts, the Data Gathering System and the
Graphical Visualizer

fline analysis wouldn’t help the conference attendees in a
meaningful way. On the other hand, Real-time analysis (and
monitoring) helps in significantly reducing the troubleshoot-
ing delays where time is critical [10]. Though there are some
tools [3–6] available for providing real-time network statis-
tics, they are either for commercial use or provide insufficient
information to the users regarding the local network.

The primary motivation of our work is to provide an open
source real-time monitoring tool to the general users and
network administrators, which

1. is easy to use and understand, and

2. provide enough MAC layer information forunderstand-
ing the network behavior

The first goal is achieved by providing an intuitive java
based GUI, with a network layout complementedwith graphs
for various metrics. The second goal is achieved with the
help of using open source tools like Madwifi [19] and tshark
[27] supported by perl scripts for parsing. The details of our
system are explained in the later sections.

3. ARCHITECTURE
In this paper, we describe a tool, calledReTiMon, that

is designed to perform network monitoring in “real time”.
This section explains the high-level architecture ofReTiMon.
Figure 1 provides a graphical view of framework ofReTiMon.
This tool consists of two major parts:

Data Gathering System The main function of this system is to
passively monitor the network and dump all the packets
that it can hear in its neighborhood. The sniffer –
which actually sniffs the packets and is explained in
further detail in Section 4 – is coupled with scripts
that convert the dump into a format that can be read
easily by the client. The packets seen during the last
time period – one second in our case – is analyzed and
various network metrics are calculated and written in
a file which the Java based client can read. The client
then sends the data to the Server which is part of the
Graphical Visualizer.

Graphical Visualizer This part consists of a Client-Server
based GUI built using Java and JFC Swing.ReTiMon is
designed in a way that the client works in conjunction
with the sniffer / Data Gathering system and reports
the sniffed packets to the server. The server in turn
works with the Graphical Visualizer and feeds infor-
mation to it. The Graphical Visualizer processes the
data and populates its internal data structures that store
the node-specific as well as network wide information.
It then displays a variety of graphs and a layout of the
network showing APs and the clients associated with
the Access Points(APs). The features of the Visualizer
is described in further detail in Section 5.

This client server based design is somewhat elegant as it de-
couples the two sub-systems, viz. the Graphical Visualizer
and the Data Gathering System, and lends a cleaner design
to the system. The design does not mandate the visualizer
and the sniffer to be co-located. This freedom lends greater
flexibility to the system.

4. DATA GATHERING SYSTEM
This is the back-end component of our system and resides

on the client side of our architecture. It is responsible for
collecting, analyzing and communicating formatted data to
the server. We describe the details of each function below:

Collection For collecting the data, we use an open source
tool called tshark (formerly ethereal). The client
machine runs Desktop version of Ubuntu 7.04. Atheros
based wireless cards were used to sniff the air traffic.
We set the cards in Monitor mode, with the help of
Madwifi driver, to capture all types of traffic including
management and control frames.tshark dumps the
packet data in a pdml format which is fed into the
analyzing unit in real-time.

Analysis A set of perl scripts parse thetshark output and
store the data in a hash table. In particular, the hash ta-
ble is indexed by the Mac address of the nodes (clients
and APs) in the network. Each entry of the hash table
stores information such as average signal strength, total
number of different types of frames sent and received
by this node, uplink and downlink throughput etc. In
addition, the associated client nodes have the corre-
sponding AP’s Mac address in their hash table entries.
Similarly, the AP’s have the total number of associated
users. For identifying associations, we only consider
an association between a client and AP if we can hear
control or data frame exchanges. For estimating the
goodput of a node or network as a whole, we lever-
age the retransmission bit in the frames. Specifically,
all the frames with retransmission bit set are excluded
from the goodput calculation though they are included
in the throughput calculation.

Two main features of our system are estimating channel
utilization and inference of lost packets. For calculat-
ing channel utilization, the total time is divided into one
second intervals and the air-time taken by the packets
seen in the last one second is estimated. We use the
values reported in [18]. The percentage of total air
time of packets in the last one second gives an esti-
mate of the channel utilization. The other important



feature is the inference of lost packets. Note that, snif-
fers have limited capabilities and it is not possible for
them to capture all the packets in the air due to finite
processing power and their location. We leverage the
atomicity of 802.11 protocol to infer lost DATA, RTS
and CTS frames. For example, if an ACK frame is
captured and there is no corresponding DATA frame in
our trace then we infer that the DATA frame was indeed
transmitted but not captured by the sniffer. Analogous
are the cases for RTS-CTS atomicity (to infer lost RTS
frames) and RTS-CTS-DATA atomicity (to infer lost
CTS frames). We inflate our metrics (throughput, uti-
lization etc) accordingly to take this into account. The
output (hash tables) of the perl scripts are fed into the
communication component to send it to the server.

Communication The last component of the data gathering
system involves communicating the perl output to the
java server running on a different machine. A java pro-
gram runs on the client machine which takes the output
of the perl scripts and encapsulates them in an object
format that can be understood by the java server. To be
more precise, the perl scripts generate the hash tables
for the last one second and write them to a plain text file.
The java client then reads this file and communicates
the data to the server every second. Synchronization is
achieved so that the plain text file doesn’t get overwrit-
ten by the perl scripts before the java client reads and
communicates it to the server.

5. GRAPHICAL VISUALIZER
The Graphical Visualizer sub-system obtains the data from

the Data Gathering sub-system and converts it to a form that
can be displayed graphically. The Visualizing System is built
entirely in Java, JFC Swing and consists of two major sub-
parts: the Server thread and the Graphical User Interface. We
explain these sub-parts in the following two sub-sections.

5.1 Server Thread
The Server listens for connections from the client that is

part of the Data Gathering System. The client periodically
connects to the server and sends the statistics of the packets
that were collected in the last time period. The Server oper-
ates as a separate thread and uses blocking I/O, i.e., the server
will block when it is processing requests from the client. The
server thread is spawned when the Visualizer system starts.
Once the server receives a connection from the client, it ob-
tains the statistics, which is transferred as a Java object,and
calls a method in the visualizer that will process the object
and update the display accordingly.

5.2 ReTiMon GUI
The main function of the GUI is to display the data obtained

in a way which the user can use to analyze the network and
diagnose faults, if any. As soon as a connection is received
by the server, and it receives the object that contains all the
statistics, it passes the object to the GUI that converts thedata
to an internal representation and updates the display. The
GUI maintains and displays network wide statistics, node
specific statistics, draws a layout of the nodes seen in the
network, and also performs some diagnostics of the network.
Figure 2 provides a screenshot of the GUI. The canvas on
the left displays a layout of the nodes that are sensed in

the neighborhood, the text area at the bottom left corner
displays some of the status messages, the panel in the top right
half displays the graphs corresponding to the network wide
statistics, while the list at the bottom right corner of the screen
provides a mapping between integer node IDs and their MAC
addresses. The graphs displayed are Signal Strength in dBm,
Number of Data Packets in the network, Number of Control
Packets, Number of Management Packets, Throughput in
Kbps, Goodput in Kbps, Percentage Network Utilization,
Percentage of Packets missed by the sniffer, and Number of
Clients per AP. The GUI is refreshed only on receipt of a new
statistics object at the server. We would now describe some
of the most important parts of this sub-system.

5.2.1 Displaying the Graphs
The graphs are one of the most important parts of the GUI.

Most of the information is displayed either as line or point
graphs (GraphCanvas object) while some information is
displayed as bar graphs (BarGraphCanvas objects). These
Graphs are built using the Model view Container (MVC)
architecture of JFC Swing. Each graph is a Java object that
contains a Model – a java object that stores the points to
be displayed (aGraph object) – and a logic to display the
contents of the Model. This logic is known as the view logic,
and is responsible for rendering the graphs in the Container.
So whether it is the graph showing the signal strength values
or the utilization or the throughput, it boils down to a set of
<x, y> values. All the line / point graphs are in time scale, so
thex value is the time at which this value was received and
the y value corresponds to the metric that is being plotted.
For example, if we are plotting the utilization, the they

value represents the percentage utilization that is seen atthe
time corresponding to thex value. A feature of the graph
is that it modifies its scales according to the points that are
currently being displayed, i.e., it calculates the minimumand
maximum values, and sets the lower and upper bounds of the
graph according to that. The user can choose between line
and points according to his / her convenience.

The user can also change the time duration for which the
data points are being displayed. To implement this feature,
the data model performs some kind of aggregation on the
data values that are being recorded. By default, the graphs
display points for the last minute. All the points that are
passed to the model are in granularity of seconds. But when
the user asks for the graph over an extended interval such as
an hour or a day, they generally want to have look at the trend
of the values over this extended duration. This has prompted
us to perform some aggregation on the data in order to save
space, which becomes critical owing to the huge amount of
information we are storing, when it comes to a network of
reasonable size, say 40-50 nodes. The model will store in
the granularity of seconds only for those points that are less
than 3 minutes old compared to the last point that has been
seen. Beyond that, the points are aggregated to granularity
of a minute. All the points that are worth a minute’s data
are taken and averaged and the average value is stored. This
is again done for points for the last 3 hours and beyond that
they are similarly aggregated to hourly points. As a result,
when the user has chosen a display interval of 3 minutes or
less, the each of the point received from the data gathering
system is being displayed. Any interval beyond that shows
averaged data and is representative of the trend.

The Bar Graphs are used to display histograms and does not



Figure 2: A Screenshot of the GUI of ReTiMon

display time-scale data. Again, the bar graph also calculates
the maximumy value being displayed and scales the other
values according to the maximum value displayed. The width
of the bars depend on the number of bars being displayed.
The number of bars to be displayed can be set by the user, but
there is a limit of the number of bars that can be displayed.
This limit is placed for maintaining the sanity of the display,
allowing too many graphs would make the graph very hard
to comprehend.

These graphs, both the line / point graphs and the bar
graphs, are initially displayed with some default preset size,
but if the user wants to have a larger display of a specific
graph, double-clicking on a graph opens it in a new window.
Both the Line and the Bar graphs also allow users to change
the rendering colors as per their convenience. The user can
also select between line and point graphs.

5.2.2 Laying out the Nodes
In addition to displaying the graphs corresponding to the

various metrics, the GUI also generates a layout of the nodes
that has been sniffed in the neighborhood of the sniffer. The
Clients and the APs are given different color codes. The APs
are placed in a grid layout, where the canvas is divided into
grids of some fixed size, and the APs are placed at the center
of this grid. The nodes that are associated to an AP, are
placed around it in its grid and the association is displayed
by a broken line between the client and the AP to which it
is associated. The location of the nodes within the grid is
random. So there might be instances when the nodes overlap.
We do not implement a logic that places the nodes in a non-
overlapping manner and we rely on the user to drag and place
them to a new location, when needed. The nodes that are not
associated to any AP are placed randomly in the canvas.

This layout is very dynamic in the sense that the placement
of the nodes change if their association changes at any instant
of time. The canvas displays only those nodes that have been
heard atleast once in the last 60 seconds. If a node wasn’t
heard for the last 60 seconds, then it would be removed from
the canvas. The nodes are assigned a unique integer ID which
is displayed over the node when they are placed in the canvas.

There exists a one-to-one mapping between the node IDs and
their MAC addresses that is displayed in the list seen at the
bottom right corner of the main window in Figure 2.

5.2.3 Node Specific Information
The main window of the GUI displays the graphs for the en-

tire network. But the system maintains individual node spe-
cific information as well, that is displayedon-demand. Each
node is indexed by its MAC address. The statistics object re-
ceived from the client through the servercontains a Hashtable
of the individual information that is also indexed by the MAC
addresses of the nodes. This information in the hashtable is
them converted to a form that can be stored and displayed
and is stored in the internal structure indexed by the MAC
address. The building block for these structures is aGraph
object that also acts as the model for theGraphCanvas and
BarGraphCanvas objects (Section 5.2.1). A mapping be-
tween the MAC addresses and the node IDs is provided as
a list at the bottom right corner. Double-clicking on a node
laid out in the canvas, or an item in the list mentioned, opens
a new window that displays the graphs of the node specific
metrics of the corresponding node. The window contains
graphs of Signal Strength in dBm, Percentage Network Uti-
lization, Data Packets Sent, Data Packets Received, Receive
Data Throughput in Kbps, Send Data Throughput in Kbps,
Send Data Goodput Send in Kbps, Receive Data Goodput in
Kbps, Control Packets Received, and Management Packets
Received.

The node specific information is saved only for those nodes
that have been heard atleast once in the last 180 seconds. If a
node was not heard in this period of time,then the information
corresponding to this node is purged. It may be recalled that
a node is removed from the canvas is it was not heard for
the last 60 seconds (Section 5.2.2). Hence, if a node is not
heard for a minute, it will be removed from the canvas, but
its information is still being maintained. So, it the node
re-appears within the remaining 2 minutes, it will be placed
back in the canvas, and all its information will remain intact.
If a node re-appears after 3 minutes, then it will be treated as
a newly seen node. The intuition behind this logic of having



Figure 3: Received Goodput of the node acting as the Server.
An iperf server receives data from the client

Figure 4: Network Utilization of the node acting as the iperf
server

two different intervals is that we don’t want to lose the node-
specific information too early as well as we don’t want to
keep the idle nodes too long in the canvas. This prevents
cluttering of nodes in the canvas.

5.2.4 Some Diagnostics
The Visualizer also performs some diagnostics on the net-

work. These diagnostics are displayed as the status bar of
the main window. Based on the present utilization of the
network, it determines whether the network is Uncongested,
Moderately Congested, or Congested. The threshold val-
ues used for this classification are taken from the paper by
Jardosh et. al. [17]. It also determines the node with the
maximum and minimum utilization. The utilization value is
from an Exponentially Weighted Moving Average (EWMA)
calculated within theGraph objects with 0.5 used as the
weight factor. Also displayed is the number of clients and
APs that are visible in the canvas.

6. DISCUSSION
In this paper we describe a tool, calledReTiMon, that mon-

itors the network in real time. Having discussed about the
features of this tool, we spend some time in this section

to prove the correctness and credibility of the tool, i.e., the
view of the network provided by theReTiMonis correct and
the users can rely on it to analyze the network and diagnose
fault, if any. Throughout this paper, we have expressed the
system as two different parts. So we will also divide the
testing of the system into testing the two parts separately and
then testing them together.

6.1 Testing the Data Gathering System
We divide the Data Gathering System into two sub-systems

as described in the previous sub-section and hence we define
the testing specifications of the two sub-systems separately.

6.1.1 Testing the Sniffer
Any monitoring system should be validated to determine

the extent to which it is sniffing the packets so that there is an
estimate of the error, if any, introduced by the data missed.
To be more specific, there should be an estimate of how
the missed packets are affecting the inferences drawn by the
system. We would like to know whether our inference mech-
anism is under-estimating or over-estimating the traffic inthe
network. To test this, we introduce a custom generated UDP
traffic in the network and estimate the packets sent/received,
throughputand goodputof the node sending/receiving traffic.
We measure this with what the expected values to validate
the correctness of the sniffer. We also infer the number of
packets missed by the sniffer to have an idea of how well
the sniffer is performing. The logic used for the inference is
very similar to that explained in [17].

6.1.2 Testing the Parser
The parser consists of scripts that calculate the per node as

well as network-wide statistics. To validate the correctness
of these scripts we need to fall back on a static data-set (like
[12]), for which the values to be calculated are known in
advance. A close alignment of calculated metrics with the
ones reported by authors in [17] helped us determine the
correctness of these scripts.

6.2 Testing the Visualizer
Testing the Visualizer comprises of testing each of the

individual features discussed Section 5. This can be achieved
by having test cases that are prepared by hand and test all
the mentioned features. To have a manageable network,
we have simulated data from a small network of about 30-
40 nodes and provide statically generated data. This will
help validate the visualizer as we know in advance the data
we are providing, and from the visualization produced we
can categorically state whether the visualizer is displaying
information as is given in the specification. To be more
specific, we created a scenario where we know which nodes
are APs and which clients are associated to which APs, and
we also know the performance of the each of the individual
nodes. Once we are sure that the visualizer correctly displays
the static data, to evaluate the performance of the tool in a
real scenario, we have tested it on a real data set [12] where
we will emulate the data as being a stream, similar to what
we will have in a real network scenario. The authors in [17]
analyze this data set and provide graphs on different metrics.
A similarity in trends of the two sets of graphs (the ones in the
paper and the ones generated by the visualizer) would help
establish the correctness of the tool for a real data set. Once
the tool is determined to be correct on these static data sets, it



can be used to monitor the real-time networks in conjunction
with the sniffer.

6.3 Testing the Entire System
Having tested the individual parts of the system, we now

test the entire system so that we can validate the the indi-
vidually correct parts glue together in a way that the entire
system is correct. We do this in a way very similar to that
explained in Section 6.1.1. We introduce custom traffic into
the network using IPerf [16]. We use the IPerf client to sent
UDP traffic to an IPerf server. In IPerf, the client generates
traffic at the specified rate and sends it to the server. Both the
client and the server display statistics of the data transferred
in the last second. In our experiment, we have the client
in the wired network, and the server is one of the nodes in
the network. We monitor the node-specific graphs of the
node on which the IPerf server is running. We set the rate
of sending to 5Mbps, and the Goodput and Utilization of the
server, as displayed by ReTiMon can be seen in Figure 3,
and Figure 4. The sudden increase in goodput and utiliza-
tion corresponds to the point when the Iperf client started
sending traffic into the network. The Goodput reported is
around 5Mbps which is infact very close to that reported by
the IPerf server. The difference is on account that IPerf report
the application layer goodput whileReTiMonreport the MAC
layer throughput, and the packet sizes in the two layers are
different. It is also to be noted that as the server in IPerf acts
as the receiver, we are displaying the Received Goodput of
that node. This proves the correctness of the entire system.

6.4 Additional Notes
These are some of the observations we had while testing

the system for correctness.

• The GUI does a lot of calculation and is very CPU
Intensive. In order that we have a smooth display of
the graphs, we need to run the GUI on a CPU with good
computing resources.

• The sniffer must not have any other CPU intensive
process running while it is sniffing the network. The
presence of a CPU Intensive process results in the loss
of a large number of packets. We tried running IPerf
from the same laptop where the sniffer was running,
and this resulted in a high percentage of packet losses,
which was as high as 30% whereas the normal trend
being 5 – 10%

• Separating the Data Gathering System and the Graph-
ical Visualizer using the client/server architecture was
an initial design decision taken to lend a clean inter-
face to the system, but later on, this decision became a
requirement considering the two things stated above.

7. CONCLUSION
In this paper, we describe a tool, calledReTiMon, that

performs network monitoring inreal-time. This tool consists
of two major parts, theData Gathering Systemand theGraphical
Visualizer. TheData Gathering Systempassively monitors the
network, gathers the packet headers and performs calculation
of the various metrics, which is then communicated to the
visualizer. TheGraphical Visualizerconverts this data to a
form that can be displayed graphically. It then generates
graphs on various network wide metrics as well as graphs

for the individual nodes in this network. This paper explains
in detail these two parts of the tool as well as various other
features of the tool. This tool is designed to help the network
administrators to help diagnose the network faults in real time
so that they can troubleshoot them and improve the network
performance as well as user experience. This paper also
describes the tests that were used to validate the correctness
of the different parts of the tool as well as the entire tool
itself.
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